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Abstract—The registration of domains in large, time-bound
batches is a well-known tactic among cybercriminals seeking to
enable DNS abuse at scale. This paper presents a comprehensive
study of batch domain registrations, focusing on their detection,
prevalence, and correlation with malicious activity. We introduce
a clustering-based methodology leveraging domain creation time,
registrar and authoritative nameserver data; analyze millions
of recent gTLD registrations, and cross-reference these with
security feeds to assess abuse rates. OQur results indicate that
batch registrations are prevalent, significantly predict overall
abuse rates, and are useful for pivoting and expanding from
known malicious ‘“‘seed” domain sets, particularly in certain
TLDs and registrar environments. We discuss the implications for
defenders and propose directions for further research, including
the challenges posed by privacy regulations and evolving attacker
tactics.

Index Terms—domain registration, abuse detection, clustering,
security feeds, batch analysis, gTLD, registrar, DNS, cybercrime

I. INTRODUCTION

The Domain Name System (DNS) is a foundational compo-
nent of Internet infrastructure, providing the essential mapping
between human-readable domain names and machine-routable
IP addresses. However, the openness and scalability of the
DNS has also made it a persistent target for abuse. Malicious
actors routinely exploit the DNS by registering large numbers
of domains in rapid succession—a practice referred to as bulk
registration—to facilitate phishing campaigns, malware distri-
bution, and other forms of cybercrime. The ability to easily
register domains in bulk, often through automated interfaces or
Application Programming Interfaces (APIs), enables attackers
to quickly establish disposable infrastructure, evade detection,
and scale their operations with minimal overhead.

From a security perspective, the identification and character-
ization of bulk domain registrations are of critical importance
for abuse mitigation. Detecting such patterns can provide early
warning of malicious campaigns and, in some cases, enable
intervention before domains are weaponized. The operational
reality is that attackers, seeking efficiency, overwhelmingly
prefer automated, high-volume registration methods [1]. This
behavior creates observable patterns—notably, bursty, time-
bound spikes in registration activity—that can be leveraged
by defenders to identify coordinated malicious activity.
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Despite the clear relevance to abuse mitigation efforts, the
systematic detection and analysis of batch registrations has
become increasingly challenging. Prior to the introduction
of comprehensive privacy regulations, such as the General
Data Protection Regulation (GDPR), defenders could more
easily utilize registrant level data to group domains by owner,
enabling identification of coordinated activity. In the current
landscape, registrant information is frequently redacted or
obscured by privacy and proxy services, significantly limiting
the scope of registration features available for analysis. As a
result, defenders must now rely on alternative signals, such as
registrar, authoritative nameservers and creation timestamps,
to infer relationships among domains.

Many past studies have investigated the potential predictive
value of registration patterns for malicious domain detection
[2]-[7]. However, these approaches often depend on data
sources or features that are no longer widely accessible in
the current regulatory environment. Moreover, there is a lack
of large-scale, empirical studies that quantify the prevalence,
characteristics, and security implications of bulk registrations
across the global domain registration landscape, using only
post-GDPR accessible features.

Bulk domain registrations typically consist of multiple reg-
istrations, occurring over a short period of time, linked to
the same individual registrant. Bulk registrations may also
include asynchronously registered domains; domains regis-
tered in series, as part of a campaign, with fixed or jittered
intervals between subsequent registrations. While this latter
class is important to consider for addressing the broader issue
of bulk registrations, here we constrain the focus to time-bound
bulk registrations only - referred to as batch registrations
throughout the report.

This research addresses the following question: How can
batch domain registrations be reliably detected using publicly
available thin' registration data, and what quantitative rela-
tionships exist between batch registrations and DNS abuse? By
focusing on publicly available registration features, this study
aims to fill the gap in understanding the operational scale and
security relevance of batch registrations.

The main contributions of this paper are as follows:

'Including only technical registration data such as nameservers, creation
date and domain status, rather than detailed registrant contact information
(registrant, admin and billing details)



e« We propose a robust clustering methodology for the
detection of batch domain registrations, utilizing only
registrar, authoritative nameservers, creation timestamp
and lexical domain string features.

o We conduct a large-scale empirical analysis of 10 million
g¢TLD registrations, quantifying the prevalence of batch
activity and its correlation with various forms of DNS
abuse.

o We identify TLD- and registrar-specific risk profiles,
demonstrating that certain TLDs and registrars are dispro-
portionately associated with malicious batch registrations.

« We show that expanding detection to include all domains
within batches containing known malicious domains can
substantially increase the identification of potentially ma-
licious domains.

o« We provide an open, actionable framework for real-
time batch detection, equipping defenders with GDPR-
compliant tools for pre-emptive domain abuse mitigation.

II. BACKGROUND AND MOTIVATION

The domain registration ecosystem is a complex, multi-
stakeholder environment that underpins the operation of the
DNS. At its core are registries, which manage top-level
domains (TLDs), and registrars, which act as intermediaries
between registrants (individuals or organizations) and reg-
istries. In addition, a significant portion of domain registrations
are facilitated by resellers—entities that operate under the
umbrella of registrars, often providing domain registration as
part of a broader suite of web services.

To efficiently manage high volumes of registrations, both
registrars and resellers commonly employ automated systems
and APIs. These APIs enable bulk operations, such as reg-
istering, renewing, or configuring domains at scale, which is
essential for legitimate businesses managing portfolios of do-
mains, as well as for hosting providers serving large customer
bases.

However, the same automation capabilities can be exploited
by malicious actors. Attackers seeking to launch large-scale
abuse campaigns—such as phishing, spam, or malware distri-
bution—will often register domains in bulk [8]. Manual regis-
tration of hundreds or thousands of domains is impractical and
inefficient; instead, attackers utilize registrar or reseller APIs to
programmatically acquire large batches of domains over short
time frames. This operational efficiency is a common feature
of modern abuse campaigns, often reflected in the bursty, time-
bound patterns observed in registration data.

From a defender’s perspective, these batch registrations
generate distinctive patterns, particularly in the timing of
registrations, the choice of registrar or reseller, and the DNS
infrastructure (such as authoritative nameservers) employed.
Early identification of suspicious batches can enable defenders
to flag, monitor, or even preemptively block malicious domains
before they are weaponized, thereby reducing the window of
opportunity for attackers.

However, the detection of batch registrations is complicated
by several factors:

o Privacy Regulations: The current regulatory landscape,
leading to the increased use of privacy / proxy services
has significantly limited the availability of registrant data,
making it harder to group domains by owner.

o Shared Infrastructure: Large registrars and DNS
providers often serve many unrelated customers, com-
plicating efforts to cluster domains based on shared
infrastructure.

« Evasion Tactics: Sophisticated attackers may intention-
ally jitter registration times or diversify infrastructure to
evade detection.

Despite these challenges, certain features—such as registrar,
authoritative nameservers, and creation timestamp—remain
available and can be leveraged for effective clustering.

ITI. RELATED WORK
A. Ecosystem: Registrars and Registration

The practices of registrars, registries, and resellers play a
critical role in the domain abuse landscape. Coull et al. [9] pro-
vided an early examination of registration abuse phenomena
such as domain tasting, speculation and front-running, drawing
attention to how market incentives and registrar practices
can facilitate abuse. Liu et al. [10] analyzed the impact of
registrar-level interventions and registry policy changes on
the takedown of illicit online pharmacy domains, finding
that while such interventions can temporarily disrupt abuse,
adversaries often adapt rapidly. Alrwais et al. [11] provided
a comprehensive study of the abuse ecosystem, revealing
the interplay between registrars, resellers, and abuse mitiga-
tion efforts. Noroozian et al. [12] hypothesized the potential
effectiveness of registrar-based interventions, showing that
proactive registrar policies can significantly reduce abuse, but
also highlighting the challenges posed by reseller channels
and the use of bulk registration APIs. The role of APIs
is particularly salient, as they enable both legitimate bulk
operations and facilitate automated, large-scale acquisitions
by attackers. Tajalizadehkhoob et al. [13] and Korczynski et
al. [14] further highlighted the heterogeneity of the hosting
and registrar ecosystem and its impact on the prevalence of
malicious domains, with certain providers and TLDs dispro-
portionately associated with high rates of abuse [1].

B. Predicting malicious registrations

A wide body of work has focused on the potential value
of post-registration features, such as DNS traffic analysis
for abuse detection [15]-[19]. Here, we focus only on past
studies using features available at, or close to, the time of
domain registration. These features typically include domain
registration data, such as registrar and creation date, in addition
to basic DNS infrastructure features.

Existing literature has established the predictive value of
registration patterns for malicious domain detection. In 2010
Felegyhazi et al. [2] explored the potential value of clustering
newly registered domains, leveraging information contained
in DNS zone files and WHOIS registration data, highlighting



the effectiveness of the approach for the identification of
associated domains.

Past work has also highlighted the importance of detailed
registration records, including personal registrant level infor-
mation such as name, address, email and phone number, for
the detection of large-scale ongoing abuse campaigns in the
.eu TLD [5]. A number of promising approaches have been
developed by European ccTLD registries in this area [4], [5],
[20]-[22]. However, visibility of such data is only granted to
registrars and (some) registries due to the widespread use of
privacy protection services. Therefore, although the theoretical
value of clustering domains based on registrant information
has been established, the required data typically cannot be
accessed by external security researchers, hindering broad
cross-sector analysis.

Other approaches to proactive abuse detection have focused
on the use of public domain registration and infrastructure
features. PREDATOR [3] was designed to detect potentially
malicious domains shortly after registration, utilizing thin
registration features such as registrar and authoritative name-
servers. Relevant to the current study are the “batch corre-
lation” features included within the model input, based on
analysis of neighboring domains within a <registrar, five-
minute epoch> tuple. This input serves to highlight 1) large
volumes of registrations or 2) high name cohesiveness (lexical
domain name similarity) registrations, occurring over a short
time period. Similarly, recent investigations into bulk domain
registration patterns have focused on the use of a relatively
coarse temporal window for capturing batch registrations [8],
[23]. The existing approaches described above face limitations
due to the following reasons - 1) Batch registrations are
defined only per registrar, rather than per registrar-nameserver
combination, 2) The course temporal granularity of batch
groupings is likely to fail to capture smaller (lower volume)
batch registrations, and 3) Domains are not explicitly clustered
into registration batches — False positives are likely to be
generated if independently registered domains (sharing a com-
mon registrar) co-occur with real batch registrations, across a
relatively wide temporal window (e.g. 5 — 10 minutes).

In this study, we use a principled approach to feature
selection and grouping, based on the assumption that bulk
registrations are typically associated with identical regis-
trar—nameserver groupings. This a priori assumption enables
more efficient clustering analysis by decreasing the search
space, as well as improving the explainability and transparency
of the algorithm.

IV. METHODOLOGY
A. Data Sources

Our analysis is based on a comprehensive dataset of generic
Top-Level Domain (gTLD) registrations. All registration data
is sourced from the ICANN compiled ‘BRDA’ (Bulk Registra-
tion Data Access) dataset, comprising thin registration features
supplied directly by gTLD registry operators [24], covering
approximately 17 million domains registered over a three-

month period (01/01/25 to 31/03/25). For each domain, we
compiled the following features:

o Registrar name/IANA ID
o Authoritative name server(s)
¢ Creation timestamp

Due to the focus of the present study on thin registration
features (excluding registrant information) we refer to all listed
features as publicly available (i.e. accessible via standard
RDAP/WHOIS queries). However, it should be noted that
the compiled BRDA dataset is currently available for internal
ICANN analysis only.

To assess reported domain abuse, we cross-referenced this
dataset with multiple threat intelligence and reputation block-
lists (RBLs), including commercial and open-source feeds.
The full set included Spamhaus [25], SURBL [26], WMC-
Global [27], PhishTank [28], Urlscan [29], the Anti-Phishing
Working Group (APWG) [30], and Abuse.ch’s Urlhaus [31].
These sources provide labels for domains associated with
spam, phishing, malware distribution, and botnet command-
and-control (C&C) infrastructure.

While spam domains do not fall under the technical defi-
nition of DNS abuse as used in ICANN policy [32], which
includes only spam domains that act as a delivery mechanism
for other threats, we include spam in the exploratory analysis
below to support comparative insights. However, all subse-
quent abuse analyses excludes spam-related classifications,
unless stated otherwise.

B. Batch Detection Algorithm

We define a batch as a group of domains registered close
in time, through the same registrar and served by the same
authoritative nameservers. The detection process involves:

1) Grouping domains by unique combinations of registrar
+ authoritative nameservers

2) Applying density-based clustering (DBSCAN) to the
creation timestamps within each group to identify time-
bound clusters

3) Applying a set of filtering criteria to exclude low relia-
bility clusters

Density-based spatial clustering of applications with noise
(DBSCAN [33]) is a popular clustering algorithm suitable for
segregating data into regions of high and low density, well-
suited to the task of identifying dense clusters of registrations
against a sparse background of unrelated activity. Unlike
centroid based or hierarchical clustering methods, which typ-
ically do not consider the density of datapoint distribution,
DBSCAN segregates regions of high density (clusters) from
lower density regions (noise). This quality makes the algorithm
suitable for batch registration detection — groups of domains
sharing identical infrastructure, created at, or close to, the same
time will be clustered together within regions of high-density.

DBSCAN relies on two primary hyperparameters: epsilon
and min-samples. Epsilon defines the minimum distance be-
tween datapoints required for them to be considered neigh-
bours - initial testing explored a range of epsilon values, from



0.1 to 10 seconds. Although maximum precision is achieved
for low epsilon values (for which DBSCAN captures only
batches of domains registered near simultaneously), we were
interested in capturing expanded batch registrations taking
place over the course of multiple seconds or minutes. There-
fore, an epsilon value of 5 seconds was selected. A min-
samples value of 2 was selected, enabling analysis of all batch
sizes.

C. Filtering criteria

Filtering is applied to generate a high confidence sub-
set of batch clusters for detailed analysis. We use a set of
filters based on batch size and lexical properties (domain
string consistency), with the aim of ensuring a transparent
and justifiable approach. The method represents a conservative
filtering approach, likely to also exclude many real batch
registrations. The current analysis aims to investigate batch
registrations linked to strong evidence of association only,
justifying this stringent level of filtering. Specific filtering
criteria are listed and justified below:

 Exclusion of small clusters (n < 10). Validation tests on
the raw batch results highlighted the existence of false
positives (clustered but non-related domains) for small
batch sizes (see Validation IV-E section). Therefore, we
chose the conservative approach of including only larger
batch sizes (n > 10) in our analysis, for which we
observed a zero false positive rate in validation testing.

o Exclusion of large clusters (n > 1000). Although rare,
large clusters do occur. These may be linked to drop catch
registrations or other batch update operations performed
by the registrar. Manual checking of a sample of these
larger batches revealed evidence of heterogeneous sets
of domains, lacking additional evidence of association.
Although further work is required to understand the
causes of large (n > 1000) batch registrations, we chose
to exclude large sizes in order to maintain the focus on
high confidence batches only.

o Exclusion of clusters containing high-variance domain
strings. Homogeneity of string properties provides addi-
tional evidence of association. We employ two separate
string similarity metrics described below.

D. Domain string similarity

Although lexical similarity between batch members is not
a prerequisite, it is a common feature. For instance, many
batches contain domains sharing common keywords (e.g.
login123[.Jcom, 456login[.]Jcom) or higher order lexical prop-
erties linked to algorithmic domain generation. In order to
select batches with strong evidence of association, we used two
forms of string similarity validation, similar to the techniques
employed in the PREDATOR study [34] :

First order similarity - N-grams of domain strings (ex-
cluding TLD) were calculated (3-grams), followed by jac-
card similarity scoring. Scores were calculated by comparing
the initial domain within each cluster, to all other domains
within the cluster. Only clusters with an average (mean)

jaccard score > 0.3 were selected for inclusion based on
first order string similarity.

Second order similarity - Some clusters lack first order
feature similarity, such as identical sub-strings, but never-
theless contain domains that share common second order
features, commonly linked to domain generating algorithms
(DGAs). To capture similarity of this type, the following set
of second order metrics were generated for all domains within
the sample: string length, % high frequency characters, %
distinct characters, % digits, % hyphens (see Appendix A for
definitions). Following the calculation of these scores at the
domain level, intra-batch statistics were calculated, capturing
the mean and variance for each of the five separate metrics.
Anomalous batches were identified via comparison to a base-
line population of domains (randomly sampled Tranco top 1M
domains, n=500). Mann-Whitney U tests (non-parametric test
of variance) were performed on all metrics, on a per cluster
basis, in order to highlight statistically significant second order
string differences. Clusters were selected for inclusion if two
or more metrics exhibited a statistically significant difference
(p <0.05) from the baseline population.

E. Validation

Collaborative work was carried out with a single registrar to
validate a sample of batch results, via cross-checking account
holder records. Account holder information was considered
ground truth, and used for assessing the homogeneity of
cluster output. Collaborative work was carried out in a pri-
vacy preserving manner, ensuring that only aggregated and
annonymised data was transferred between parties. A true
positive (T'P) was defined as a correctly identified batch (all
domains belong to the same account holder). A false positive
(F'P) was defined as an incorrectly identified batch (domains
belong to multiple different account holders). Appendix A,
Fig. 7 plots precision [T'P/(T' P+ F P)] as a function of batch
size. Validation results demonstrate high precision for larger
batches (n >8).

F. Abuse Labeling

Domains were labeled as malicious if they appeared in any
reputation block list (RBL) during the main observation period
(January - March 2025), plus an additional two month period
(April-May 2025), allowing for a minimum 60 day interval
between domain registration and RBL report. We further
categorize abuse by threat type (spam, phishing, malware and
C&C) where possible.

Batches categorized as “unknown” exhibit no overlap with
RBLs (including spam, phishing, malware and C&C).

V. RESULTS

A. Prevalence of Batch Registrations

Applying our clustering algorithm to the dataset of 16.6M
newly registered gTLD domains, we found that just over 42%
of all registrations during the study period could be grouped
into batches, from the initial clustering step. After filtering



TABLE I
BATCH REGISTRATION COVERAGE. COMPARISON OF RAW AND FILTERED
RESULTS

Filtered batches
16.0% (2.7TM)

Raw batches
All 42.0% (7.0M)

Spam 65.1% (907K)  45.7% (637K)
Phishing  46.7% (112K)  24.2% (58K)
Malware  40.8% (938) 22.2% (511)
C&C 31.3% (754) 14.3% (344)

based on batch size and string similarity, this figure dropped
to 16% of newly registered gTLD domains (Table I).

Based on domains reported as abused and newly registered
within the analysis period (approximately 1.5M), the batch
registered percentage varies by threat type. Focusing on fil-
tered batches, spam-related domains exhibit the highest batch
registration rate (45.7%) and C&C related domains the low-
est (14.3%), revealing large differences in batch registration
prevalence between threat types. However, the relatively small
sample size for some threat types (Malware and C&C) should
be noted.

All subsequent analyses focus on technical DNS abuse
only (phishing, malware and C&C), excluding spam unless
otherwise stated.

B. Batch Size Distribution By Reported Abuse Type

Raw batches exhibit a wide range of sizes, from small
batches, containing just a few domains, up to large batches
containing over 3500 domains (Fig. 1, top panel, grey), with
some batch sizes linked to disproportionately high counts
(e.g. batch size 1000, raw data). We choose a conservative
approach, excluding both small (n < 10) and large batches
(n > 1000) batches from subsequent detailed analysis (See
Method - Filtering Criteria for details).

Fig. | (bottom panel) focuses on batch sizes of 100 or less,
highlighting clear preferences for regular batch sizes, spiking
at 10, 15, 20, 30, 40, etc, particularly for abused (RBL) batch
domains.

Fig. 2 displays cumulative frequency distributions (CFDs)
for filtered batches, split by threat type. Smaller batches are
more common for abused groups (phishing, C&C), relative to
batches with no evidence of abuse (Fig. 2). The results also
highlight the prevalence of smaller batches in general; 26% of
domains were contained in batches of size 20 or less.

C. Registrar Level Overview

Fig. 3 illustrates batch registration time-course trends over
a 1-month period (February, 2025), revealing substantial vari-
ation between the 25 registrars with the highest batch registra-
tion rates (R1 - R25). In Fig. 3, results for individual registrars
are represented by a series of circles along the horizontal axis,
with the area of each circle reflecting the volume of batch
registrations per hour. Higher reported abuse rates are shown
in red.
Fig. 3 highlights the following points:
e Variability in batch sizes and frequency. Some registrars
exhibit infrequent high volume batch registrations (over
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Fig. 2. Cumulative frequency distribution of domain counts as a function of
batch size, split by threat type (phishing, C&C,malware, no known threat).

3.5K per hour), while others display a more consistent
profile of regular small volume batch registrations.

o The proportion of batch registered domains contained
in RBL feeds is noticeably high for a small number
of registrars (e.g. registrar 7 has a consistently high
proportion RBL flagged domains), while the majority of
registrars exhibit a more mixed abuse profile, with high
abuse concentrations occurring infrequently.

o Some registrars display evidence of batch registrations
over a short time period only. For instance, registrar
24 has no batch registrations until February 17th, after
which there is a regular stream. This may indicate the
presence of campaigns, initiated by a limited numbers of
registrants.

See Appendix A, Fig. 8, for an equivalent plot including
the spam category.

D. TLD Composition

Focusing on gTLDs only (due to the limitations of our
source data) reveals that certain TLDs are disproportionately
associated with malicious batch registrations. For example,
TLDs with a history of abuse are over-represented among
both malicious and ‘unknown’ (unlabeled) batches, but this
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over-representation is most pronounced for malicious batches
where four gTLDs (.top, .bond, .xyz and .xin) cover 45% of
the sample. See Fig. 4, left panel. In contrast, the same four
TLDs comprise less than 25% of unknown category batches
in this sample (Fig. 4, right panel), with .vip replacing .xin in
the top 5 TLD list.

E. Relationship Between Abuse and Batch Registration Rates

Some registrars exhibit high abuse and batch registration
rates (Fig. 3). Recent analysis [1] demonstrates that registrar
level practices help to explain abuse rate variance across reg-
istrars - for instance, the degree to which API restrictions are
implemented to control automated bulk domain registrations
by unverified account holders. Rather than examining specific
registrar level policies or practices (see [I1] for a detailed

examination of this topic), we tested the relationship between
abuse levels and batch registration rates® per registrar.

Based on technical DNS abuse (phishing, malware, C&C)
only, OLS linear regression demonstrated a weak positive
relationship between abuse levels and batch registration rates
(beta = 0.12, p < 0.01). The strength of relationship between
batch and reported abuse rates increases after the inclusion of
spam as an abuse type (OLS linear regression, beta = 0.63,
p < 0.001). See Appendix A, Fig. 9 for a scatter plot. This
result indicates that, after the inclusion of spam, for each 1%
increase in batch registration rates, corresponding abuse rates
increase by approximately 0.63%.

Preliminary work indicates that batch registration rates are
a stronger predictor of abuse rates than many other registrar
level characteristics. This finding is based on replication of
the random effects regression analysis conducted for the
INFERMAL study [1] (Model 2), including a selection of the
main registrar characteristics as predictors from the original
analysis (API restrictions, registration restrictions and discount
options), together with the addition of the newly defined “batch
registration rate” metric. This preliminary analysis indicates
that, after accounting for other registrar level characteristics,
batch registration rates remain a strong predictor of overall
abuse rates.

Despite the significant positive relationship between batch
and reported abuse rates, our analysis highlights a lack of
uniformity; some registrars exhibit high batch registration rates
(>50%), while maintaining low reported abuse rates (<1%).
This may be due to a number of factors, such as the bulk
creation of domains for legitimate purposes, for spam, or for
abuse types/campaigns that are not captured within our RBLs.
For example, manual checks on a subset of domains linked to a
single registrar with high batch (>50%) but low reported abuse
rates (<1%) revealed evidence of a large number of Chinese
language e-commerce stores, serving content for only a short
time period. This example is consistent with the existence of
fake web-shops in some batches, a form of abuse that is not
covered in our current RBL data.

F. Expansion Analysis

By examining batches containing at least one malicious
domain, we infer that many unlabeled domains within the
same batch are likely to also be malicious (See [2] for
a similar expansion method). Expanding the set of flagged
domains to include all members of these batches almost
doubles the number of reported abused domains in our sample
(80% expansion rate). Fig. 5 illustrates the known threat type
composition of a randomly selected set of 300 batches from
the main dataset (max size, n < 100), containing at least
one reported RBL domain. The plot displays the number of
reported abused (black) and suspicious (grey) batch members.
Expansion analysis labels all suspicious domains (Fig. 5, blue)
as inferred malicious. The figure highlights that many of the

2The proportion of all domains under management, registered within the
sample time period, that were batch registered.
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Fig. 6. RBL flagging time-course for domains tagged as malicious via batch
inference, and subsequently included in RBLs (alerted domains). Zero mark
on x-axis indicates the time at which the initial evidence of batch abuse is
received.

larger batches (n > 50) contain a high proportion of suspicious
domains, responsible for the majority of the expanded set of
results.

Based on a total of 102K batch registered malicious domains
(phishing, malware or C&C) in our sample, 23K could be
detected earlier based on batch inference. This calculation
assumes immediate access to registration data and does not
account for real world delays associated with the compilation
of bulk registration data (such as BRDA). Table II illustrates
the concept by listing RBL detection dates for a single batch
of malware domains all registered on 2nd January 2025. After
the initial RBL report (for 24-gg123[.]sbs) on the 2nd January,
the remaining seven RBL domains are flagged after a delay
of between 2 and 5 days. These inferred malicious domains,
included in RBLs at a later date, are referred to as the “alerted”
set. Based on the full dataset, Fig. 6 displays the cumulative
frequency plot for this set, split by threat type.

Additionally, 266K domains not listed in RBLs (within
the sample time-span) were tagged as malicious via batch
inference, referred to as the “expanded” set. For example,
the domains listed in Table II with Unknown threat type (1-
ggl123[.]sbs, 20-gg123][.]sbs, etc).

Based on the calculation of these two sets, an initial seed
domain volume of 79K (RBL batch registered - alerted) yields
an additional 289K domains (alerted + expanded), reflecting a
batch registered RBL expansion rate of 365%, and a total RBL
expansion rate of 80%. The latter result indicates that for every
three newly registered malicious domains reported through

TABLE II
SAMPLE OF DOMAINS FROM A MALICIOUS BATCH, SHOWING THE FIRST
10 DOMAINS, TOGETHER WITH THREAT TYPE AND RBL REPORT DATE

DOMAIN Threat label  Report date
26-ggl123[.]sbs  Malware 2025-01-02
28-ggl123[.]sbs  Malware 2025-01-07
27-ggl23[.]sbs  Malware 2025-01-08
24-gg123[.]sbs  Malware 2025-01-08
9-gg123][.]sbs Malware 2025-01-05
7-gg123[.]sbs Malware 2025-01-03
1-gg123].]sbs Unknown

25-gg123[.]sbs  Malware 2025-01-03
20-gg123.sbs Unknown

21-gg123.sbs Malware 2025-01-03

RBL feeds, batch expansion (using conservative filtering)
identifies an additional two neighboring domains.

Manual validation of a sample of the expanded dataset
revealed no false positive batches, but we note that it is
possible to implement a percentage threshold for inclusion
(e.g. 10% minimum batch-RBL overlap) in order to generate
higher confidence results.

VI. DISCUSSION

Our findings highlight the prevalence of batch registrations
within the gTLD landscape. At least 16% of newly registered
¢TLD domains, in the first quarter of 2025, exhibit batch
registration patterns. The true rate is likely to be higher, due to
the conservative filtering employed in the current study, which
excludes many valid batches.

For the majority of reported abuse types we observe batch
registration rates above 20%, up to a maximum of 45% (spam).
At the level of individual registrars, we further demonstrate
a significant positive relationship between batch registration
rates and overall abuse rates. However, this relationship is
weak when limited to technical DNS abuse (phishing, malware
and C&C), strengthening only after the inclusion of spam.
Results are consistent with the frequent use of batch regis-
trations for low-value, disposable domain abuse (spam), for
which the consequences of detection are limited. For higher
severity abuse types, such as C&C, batch registrations are less
frequent. This may reflect deliberate attacker strategies, aiming
to evade detection and suspension of high-value domains.

Results are consistent with the importance of policies and
practices put in place by individual registrars (e.g. regarding
API availability/restrictions) for limiting high-volume registra-
tions. While highlighting the link between batch registrations
and abuse rates, our findings are also consistent with the
legitimate use of many batch registered domains. There are
many possible benign use cases for batch registered domains,
including defensive registrations, advertising networks or traf-
fic distribution systems (TDS). The current analysis has not
explored the nature of the many, presumed legitimate, batch
domains which are not reported as abused in our RBL data,
but this represents a valuable line of future investigation.

Batch expansion analysis demonstrates that the process of
batch inference leads to a substantial increase in RBL reported



abuse volumes; an 80% increase in the volume of newly
registered RBL domains. The expansion methodology is likely
to require refinement before adoption in an operational setting
(for instance, by imposing a minimum threshold of evidence
prior to expansion), but represents a promising approach for
proactive detection and suspension of to-be-abused domains.

A. Limitations

The batch clustering technique used for this analysis relies
only on publicly available domain registration and infras-
tructure data, beneficial for wide-scale centralized analysis
of registration patterns across multiple gTLDs. However, the
limitations of this approach include:

o Attribution Challenges: Shared infrastructure and pri-
vacy protections limit the ability to attribute batches to
specific actors. The proposed analysis uncovers associ-
ated domains only, and does not directly provide new
data for enhanced attribution. However, the technique
can expand attribution from known seed domains, to
previously unknown associated domains.

« Evasion: Attackers may adapt by distributing registra-
tions over longer time periods or across multiple reg-
istrars. The proposed clustering technique relies on the
assumption that bulk registrations are associated with
identical registrar—-nameserver groupings. Although com-
monly true, this is not necessarily always the case.
While attackers may attempt to evade detection by batch
registering across multiple registrars and nameservers,
this process is more effortful, time consuming and costly.

« Validation: Validation analysis highlighted two issues
that require further consideration. Firstly, based on
ground truth data held by a single registrar, examin-
ing inter-batch account holder consistency, we observe
evidence of low reliability for small clusters. In these
cases, co-occurrence of unrelated domains is most likely,
particularity for common registrar-nameserver combina-
tions. This issue has been addressed in the current work
via exclusion of small batches (n<10). Secondly, we
observed evidence of large clusters (n>1000) containing
heterogeneous sets of domains, which do not appear to
share other common characteristics, other than occurring
in a batch registration. One possibility, under investi-
gation, is that resellers may introduce artificial batch
signals, through delays in the processing pipeline, leading
to skewed registration timestamps and incorrect batch
classification.

B. Future Work

Key directions for future research include:

« Broader bulk registration coverage: The current analy-
sis focuses on detection of time-bound batches of domain
registrations. Future work will aim to capture ongoing
campaign registrations, occurring over a longer time
frame. In addition to time-series analysis of creation
dates, follow-up analysis will leverage lexical analysis

of domain string properties, to cluster domains sharing
similar lexical properties, facilitating campaign detection.

o Public sharing of batch registration data: Ongoing
publishing of batch registration data may be beneficial to
the community in a number of ways. Firstly, to increase
visibility, ensuring the community has access to reliable
registrar and TLD level batch registration statistics. The
current data source (centralised, ICANN compiled, gTLD
registration data) should be sufficient for this type of
historical trend reporting®>. A number of options are
being explored for the publication of batch registration
data, including trend reporting, associated domain search
(looking up related domains based on a seed domain) and
metadata linked to RBL domains provided to registrars
and registries through Domain Metrica [35].

« Faster Batch detection: For proactive abuse mitigation
work, involving pivoting on a known malicious seed
domain, it is important to minimse update delays to
the underlying registration data. This may be achieved
through the use of external ‘newly observed domain’
(NOD) feeds, in combination with bulk RDAP queries
to rapidly compile domain registration data. It should be
noted, however, that large scale collection of registration
data through RDAP is often constrained by rate limiting
imposed by the registry/registrar operators. Future work
should explore options for rapid publication of registra-
tion data, enabling efficient analysis of registration data
for batch tagging, as well as other security related use
cases. Additionally, the use of alternative NOD source
data, such as certificate transparency logs, may enable
coverage to be extended to include ccTLDs [36].

« Collaborative work with Registrars: The ground truth
data necessary for comprehensive evaluation of the batch
clustering technique is held by registrars or registries
(i.e. detailed registrant / account holder details). Although
we have performed validation analysis via collaboration
with a single registrar, to increase reliability, ongoing
collaboration between ICANN and multiple registrars is
required - an area of active discussion within the ICANN
community.

VII. CONCLUSION

Batch domain registrations are a prevalent and significant
feature of the modern domain landscape, closely linked to
various forms of abuse. By leveraging simple, robust features
and clustering techniques, batch registrations can be detected
at scale across all gTLDs. This wide-scale analysis enables
batch registration rates to be computed for individual registrars
or TLDs, important for improved visibility and trend reporting,
helping to enable proactive mitigation work by individual
registrars and TLD operators. Batch clustering results also
have the potential to assist defenders with efficient detection
and blocking of malicious campaigns. Continued research and

3The update delays inherent to the BRDA dataset (between 1 and 7 days)
may be deemed acceptable



collaboration are needed to refine these methods and adapt to
evolving attacker strategies.
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Fig. 7. Results of validation of the batch results, based on data from a single
medium sized registrar. Precision [TP / (TP+FP)] is plotted as a function of
batch size.
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Fig. 8. Registrar time-course plot of batch registrations over a 1 month period
(February, 2025), including spam. The top 25 registrars with the highest
overall batch registration rates are listed along the vertical axis, with the size
of individual dots representing batch registration rates per hour (min: 10, max:
3623 registrations per hour). Colour indicates abuse rates, ranging from blue
(0% of domains in RBLs) to red (100% of domains in RBLs).

)

n 75-
>3
o
o
= 50- ®
© L s
= ) @
S ° -

Sh=l Y Q ® o

e 3@

0

20 30 40 50 60 70
% Batch Registered

@e® -° o <
10

Fig. 9. Relationship between batch registration and abuse rates, including
spam, at the registrar level. Each circle represents a single registrar, with the
area of each circle reflecting the total number of batch registered domains
per registrar. The dashed blue line shows the OLS best fit.

Second order lexical features - The following five features
were included in the second order lexical domain string
analysis. Where n specifies the character count, and n_total
the total character count within the second level domain string
(excluding the TLD):

n_total = count of characters (exc TLD)

In addition to n_total, the following second order lexical
features were included in the model:

The percentage of the domain string
of the most common (highest frequency)
(% mazx frequency character):

composed
character

count of highest frequency character /n_total

The percentage of the domain string composed of
distinct characters, occurring only once in the string
(% distinct characters):

count of distinct characters/n_total

The percentage of the domain string composed of digits
(% digits):
count of digits/n_total

The percentage of the domain string composed of hyphens
(% hyphens):

count of hyphens/n_total



